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GM to Pay $220 Million for Sharing Drivers’ Private Data in Case Joined
by Wisconsin DOJ

MADISON, Wis. — The Wisconsin Department of Justice (DOJ) and a coalition are
announcing that General Motors (GM) will pay $220 million to settle allegations that
it illegally sold consumers’ private driver behavior data and location information to
third parties, including data brokers, who then sold the data to insurance companies.
For many consumers, this data was used by insurance companies in part to set
Insurance rates.

Wisconsin will receive $5.12 million through the settlement. The settlement requires
GM to obtain affirmative express consent from consumers before collecting or
disclosing consumer driving and location data.

“No car company should be selling data about where and how people drive without
consent from those drivers,” said AG Kaul. “Consumers should be accurately
informed as to how data about them will be used.”

From 2016 to 2024, GM allegedly enrolled millions of drivers in its Smart Driver
program, which tracked their driving habits. GM allegedly pitched this tool as a way
for drivers to improve their own driving safety and told drivers that they would not
share their data with insurers without express consent.

However, the coalition found that GM allegedly sold this information to data brokers
under contracts that specified the data was to be used for insurance products. The
brokers allegedly sold the data to insurance companies, who could then change the
driver’s premium based on their driving habits. GM allegedly did not disclose to
drivers that their data would be sold for this purpose.
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Most customers who signed up for Smart Driver did so at the GM dealership when
they bought their car. GM allegedly used one sign-up process for drivers to enroll in
Smart Driver along with GM’s OnStar services. In many cases, dealership employees
allegedly accepted terms and conditions on behalf of customers without their consent.
At the time, GM allegedly was heavily incentivizing dealerships to sign up as many
customers for OnStar as possible. Sales employees allegedly received bonuses based
in part on how many customers they signed up for GM’s connected vehicle services
and dealerships were ranked based on their enrollment numbers.

GM’s own systems allegedly failed to notify drivers about whether their data was
being tracked. The OnStar app allegedly mistakenly told over 370,000 drivers that
they were not enrolled in Smart Driver, when they actually were enrolled and GM
was collecting and selling their data. GM allegedly later quietly unenrolled these over
370,000 drivers without telling them about the mistake and left their data with the
data brokers and insurance companies.

The data GM sold was personal, identifiable, and specific. Insurers allegedly had data
showing how many times a person drove their vehicle, the start and end times of each
drive, how many times they braked or accelerated quickly, and whether they went
faster than the speed limit. As documented in the New York Times, insurance
companies then allegedly used this information to change rates, sometimes
increasing their premiums. After the Times reported on these practices, GM
discontinued the Smart Driver program.

The settlement also requires GM to limit the driving data it collects from consumers
and protect their personal information going forward as part of a comprehensive data
privacy program. The terms secured by the coalition are significantly stronger than
any other resolution reached with GM for this conduct including by mandating
internal and external data protection and privacy program assessments. GM also
agreed to oversight and training requirements at their dealerships to protect
consumers against being enrolled in data collection schemes without their consent.

Joining Wisconsin DOdJ in the settlement are the attorneys general of Alabama,
Alaska, Arizona, Colorado, Connecticut, Delaware, the District of Columbia, Florida,
Hawaii, Idaho, Illinois, Kansas, Kentucky, Maine, Maryland, Massachusetts,
Michigan, Minnesota, Mississippi, Nevada, New Hampshire, New Jersey, New York,
North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, South
Carolina, South Dakota, Utah, Vermont, Virginia, and Washington.

Read the proposed consent judgment.

This press release has been updated.
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https://secure-web.cisco.com/1-lPw0jL4vkL-8rQmURTAYEjBTt1PwoM7iiaSytKko8aod-nPnS8k12_QaRwZlClqgdmANAExYePhO-ochmoIvneInR_Khc_oK4CHarzenPi9rGzIgtRJFgozIe1KvTmD1tSMSe5th0h5_9erVstyTNXwDbyYSXpMVBW_7_7fkncPwIJbU__ghFO0nU1rTzwnn0ncjHBQxY18_YW3143ebNfSg8_49N2DHDUXAOuo6Iv1yMI4orzTAyvjzw1g1KB9bRqHg_6Wx1Jfb-b3KyQAklJER8kVoWb0hXEmIn2iyOaePKOd5gicCMvzwGh9qaxpxdfUB3hddm1y_XcvBOmcNL8g2Pz72I7jfYwkOMqM9NAXRbSbwsPorRXza5uMsFcUjcqN0HgHZ_zHgZZoOr1y4GOmK9hA1BgHoaNQS_PE9ISyAJnQ0iczvgg3zaf75p9iW5Rlpmc8rZQCvzP4YGi0Jw/https%3A%2F%2Fwww.nytimes.com%2F2024%2F03%2F11%2Ftechnology%2Fcarmakers-driver-tracking-insurance.html
https://www.wisdoj.gov/PressReleases/proposed-consent-judgment-gm.pdf
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